
The Jack Sparrow’s 
101:
History, current status 
and future of piracy in 
broadcasting

Javi B  - JanusCon 2024



Javi B - JanusCon2024

✔ +12 years @ broadcast and streaming 
industry, nowadays consultant

✔ Associate Professor @ UPF

✔ Organiser @ BCN Video Tech meetup

✔ Supporter @ FC Barcelona
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Origins:

Where it began?
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m0zie_1756: first audiovisual copy

https://www.thomann.de/blog/en/was-mozart-a-music-pirate/
https://en.wikipedia.org/wiki/Wolfgang_Amadeus_Mozart
https://en.wikipedia.org/wiki/Miserere_(Allegri)

https://www.thomann.de/blog/en/was-mozart-a-music-pirate/
https://en.wikipedia.org/wiki/Wolfgang_Amadeus_Mozart
https://en.wikipedia.org/wiki/Miserere_(Allegri)
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Audio piracy came with domestic tape recorders… 
(create vinyls was almost impossible due to costs)
New technologies implied better codification: less space

https://en.wikipedia.org/wiki/Videocassette_recorder
https://en.wikipedia.org/wiki/Cassette_tape
https://www.jstor.org/stable/23416211

https://en.wikipedia.org/wiki/Videocassette_recorder
https://en.wikipedia.org/wiki/Cassette_tape
https://www.jstor.org/stable/23416211
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First piracy in video came with domestic video tape recorders.

https://opentext.uoregon.edu/payforplay/chapter/chapter-37-consumer-sound-and-video-copying-devices-the-cassette-and-home-video-reco
rder-sony-vs-betamax/

https://opentext.uoregon.edu/payforplay/chapter/chapter-37-consumer-sound-and-video-copying-devices-the-cassette-and-home-video-recorder-sony-vs-betamax/
https://opentext.uoregon.edu/payforplay/chapter/chapter-37-consumer-sound-and-video-copying-devices-the-cassette-and-home-video-recorder-sony-vs-betamax/
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Internet: pattern repeats. First in Music

https://thafcc.wordpress.com/2015/04/27/the-man-who-broke-the-music-business/
https://en.wikipedia.org/wiki/MP3
https://en.wikipedia.org/wiki/Napster
https://pitchfork.com/features/article/7689-the-social-history-of-the-mp3/?page=2

https://thafcc.wordpress.com/2015/04/27/the-man-who-broke-the-music-business/
https://en.wikipedia.org/wiki/MP3
https://en.wikipedia.org/wiki/Napster
https://pitchfork.com/features/article/7689-the-social-history-of-the-mp3/?page=2
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… then in video: exactly the SAME pattern when new technologies and better internet 
speed arrived

https://www.zdnet.com/article/divx-pirates-raid-hollywood/
https://nickyguides.digital-digest.com/piracy-info.htm
https://en.wikipedia.org/wiki/Kim_Dotcom
https://en.wikipedia.org/wiki/BitTorrent
t

https://www.zdnet.com/article/divx-pirates-raid-hollywood/
https://nickyguides.digital-digest.com/piracy-info.htm
https://en.wikipedia.org/wiki/Kim_Dotcom
https://en.wikipedia.org/wiki/BitTorren


Javi B - JanusCon2024

… then in video: exactly the SAME pattern when new technologies and better internet 
speed arrived

https://www.zdnet.com/article/divx-pirates-raid-hollywood/
https://nickyguides.digital-digest.com/piracy-info.htm
https://en.wikipedia.org/wiki/Kim_Dotcom
https://en.wikipedia.org/wiki/BitTorrent

https://www.zdnet.com/article/divx-pirates-raid-hollywood/
https://nickyguides.digital-digest.com/piracy-info.htm
https://en.wikipedia.org/wiki/Kim_Dotcom
https://en.wikipedia.org/wiki/BitTorrent


Javi B - JanusCon2024

First illegal streams came with Kodi and Acestream (P2P technology)

https://en.wikipedia.org/wiki/Kodi_(software)
https://en.wikipedia.org/wiki/Ace_Stream

https://en.wikipedia.org/wiki/Kodi_(software)
https://en.wikipedia.org/wiki/Ace_Stream


How is it fight by 
the industry?
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Hardware solutions are not useful

https://www.immuniweb.com/blog/europe-largest-pirate-iptv-operation-dismantled-in-netherlands.html
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&produc
t_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwr
k=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6j
UaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE

https://www.immuniweb.com/blog/europe-largest-pirate-iptv-operation-dismantled-in-netherlands.html
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
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DRM is a bit useful, but gives a lot of problems:
· If it gets hacked, you can not control anything
· More steps in API calls and/or video processing

· More latency
· More costs

https://en.wikipedia.org/wiki/Digital_rights_management
https://www.brightcove.com/ko/resources/blog/dealing-drm-understanding-drm-and-how-produce-protected-content/
https://www.streamingmedia.com/Articles/ReadArticle.aspx?ArticleID=112279

https://en.wikipedia.org/wiki/Digital_rights_management
https://www.brightcove.com/ko/resources/blog/dealing-drm-understanding-drm-and-how-produce-protected-content/
https://www.streamingmedia.com/Articles/ReadArticle.aspx?ArticleID=112279
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Industry fights the illegal with the illegal and/or legal resources:
Rojadirecta case study

https://www.derechos.org/nizkor/espana/doc/prisa10.html
https://todotvnews.com/el-tribunal-supremo-declara-responsable-al-dueno-de-roja-directa-de-vulnerar-los-derechos-de-pi-del-futbol-espanol/
https://plazadeportiva.valenciaplaza.com/elcreador-de-rojadirecta-aclara-que-no-ha-sido-condenado-por-ningun-delito

https://www.derechos.org/nizkor/espana/doc/prisa10.html
https://todotvnews.com/el-tribunal-supremo-declara-responsable-al-dueno-de-roja-directa-de-vulnerar-los-derechos-de-pi-del-futbol-espanol/
https://plazadeportiva.valenciaplaza.com/elcreador-de-rojadirecta-aclara-que-no-ha-sido-condenado-por-ningun-delito
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Industry fights the illegal with the illegal and/or legal resources:
LaLiga case study

https://www.independent.co.uk/sport/football/european/la-liga-fine-mobile-app-hacking-microphones-illegal-streams-piracy-a8954876.html

https://www.independent.co.uk/sport/football/european/la-liga-fine-mobile-app-hacking-microphones-illegal-streams-piracy-a8954876.html
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Recent news: ISP will give user’s IP to content owners in Spain

https://www.theolivepress.es/spain-news/2024/03/08/home-tv-viewers-of-pirated-la-liga-soccer-matches-can-now-be-fined-individually-in-spain/

https://www.theolivepress.es/spain-news/2024/03/08/home-tv-viewers-of-pirated-la-liga-soccer-matches-can-now-be-fined-individually-in-spain/


Current status 
of piracy
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Smartphone & OTT Apps, illegal IPTV lists, chinese IPTV decoders

https://sportsjournal.io/uncovering-dark-underworld-illegal-sports-streaming-piracy/

https://sportsjournal.io/uncovering-dark-underworld-illegal-sports-streaming-piracy/
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Nobody understands about rights

Companies  and content owners aren’t transparent about money distribution, benefit 
and loss
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Websites with links



Future of piracy
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Piracy will keep existing

https://www.friendmts.com/content-piracy-trends-to-watch-out-for-now-and-in-the-future/

https://www.friendmts.com/content-piracy-trends-to-watch-out-for-now-and-in-the-future/


Ways to fight it 
in the future?
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Present & Future: Watermarking techniques are still very useful

Maybe in the future we can put invisible watermarks individually in streams

https://www.imatag.com/digital-watermarking

https://www.imatag.com/digital-watermarking
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Hardware solutions are not useful. If you get hacked, you can’t fix

https://www.immuniweb.com/blog/europe-largest-pirate-iptv-operation-dismantled-in-netherlands.html
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&produc
t_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwr
k=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6j
UaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE

https://www.immuniweb.com/blog/europe-largest-pirate-iptv-operation-dismantled-in-netherlands.html
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
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Software solutions are (more or less) useful, but not unbreakable
This adds steps on the video pipeline (pros & cons)

https://en.wikipedia.org/wiki/Tokenization_(data_security)

https://en.wikipedia.org/wiki/Tokenization_(data_security)
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Creative solutions / Crazy ideas

¿new video player?

¿tokens inside the video file?

¿more continuous token review?

¿CMCD kind-of idea, of adding path/token in manifest’s URLs?

¿Extra checks in WebRTC servers?
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Troll option: give bad manifests (HLS and DASH) or repeat chunks (WebRTC)  
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Troll option: give bad manifests (HLS and DASH) or repeat chunks (WebRTC) 



Possible 
solutions?
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Repressive solutions seem not to work…
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…but education & good price, indeed

https://dima.org/wp-content/uploads/2018/04/DiMA-Streaming-Forward-Report.pdf

https://dima.org/wp-content/uploads/2018/04/DiMA-Streaming-Forward-Report.pdf
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Pricing is important:
· Piracy represents people who do not want or who can not pay your product
· It’s not you’re losing money - you’re losing POTENTIAL customers

https://en.wikipedia.org/wiki/Market_segmentation
https://www.investopedia.com/terms/m/marketsegmentation.asp

https://en.wikipedia.org/wiki/Market_segmentation
https://www.investopedia.com/terms/m/marketsegmentation.asp
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More transparency on content owners

https://the-media-leader.com/a-lack-of-media-transparency-is-hurting-brands-heres-what-they-can-do-about-it/

https://the-media-leader.com/a-lack-of-media-transparency-is-hurting-brands-heres-what-they-can-do-about-it/


Conclussion
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In Loving Memory
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Any questions?
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Thanks
franciscojavier.brines@upf.edu


