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Origins:

Where it began?
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mOzie_1756: first audiovisual copy

https:/www.thomann.de/blog/en/was-mozart-a-music-pirate/
https://en.wikipedia.org/wiki/Wolfgang_Amadeus_Mozart
https://en.wikipedia.org/wiki/Miserere_(Allegri)
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https://en.wikipedia.org/wiki/Wolfgang_Amadeus_Mozart
https://en.wikipedia.org/wiki/Miserere_(Allegri)
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Audio piracy came with domestic tape recorders...
(create vinyls was almost impossible due to costs)
New technologies implied better codification: less space

https://fen.wikipedia.ora/wiki/Videocassette_recorder
https://en.wikipedia.org/wiki/Cassette_tape
https://Mww.jstor.org/stable/23416211
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First piracy in video came with domestic video tape recorders.

VHS

https://opentext.uoregon.edu/payforplay/chapter/chapter-37-consumer-sound-and-video-copying-devices-the-cassette-and-home-video-reco
rder-sony-vs-betamax/
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https://opentext.uoregon.edu/payforplay/chapter/chapter-37-consumer-sound-and-video-copying-devices-the-cassette-and-home-video-recorder-sony-vs-betamax/
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Internet: pattern repeats. First in Music

p3 napster

https://thafcc.wordpress.com/2015/04/27/the-man-who-broke-the-music-business/
https://en.wikipedia.org/wiki/MP3

https://en.wikipedia.org/wiki/Napster
https://pitchfork.com/features/article/7689-the-social-history-of-the-mp3/?2page=2
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Internet: pattern repeats. First in Music
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.. then in video: exactly the SAME pattern when new technologies and better internet
speed arrived
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https://www.zdnet.com/article/divx-pirates-raid-hollywood/
https:/nickyguides.digital-digest.com/piracy-info.htm
https:/en.wikipedia.org/wiki/Kim_Dotcom
https:/en.wikipedia.org/wiki/BitTorrent



https://www.zdnet.com/article/divx-pirates-raid-hollywood/
https://nickyguides.digital-digest.com/piracy-info.htm
https://en.wikipedia.org/wiki/Kim_Dotcom
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.. then in video: exactly the SAME pattern when new technologies and better internet
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First illegal streams came with Kodi and Acestream (P2P technology)

Stream

https://en.wikipedia.org/wiki/Kodi_(software)
https:/en.wikipedia.org/wiki/Ace Stream



https://en.wikipedia.org/wiki/Kodi_(software)
https://en.wikipedia.org/wiki/Ace_Stream
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How is it fight by
the industry?
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Hardware solutions are not useful

https:/Awww.immuniweb.com/blog/europe-largest-pirate-iptv-operati

https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1€ satellite+tv+receivers&produc



https://www.immuniweb.com/blog/europe-largest-pirate-iptv-operation-dismantled-in-netherlands.html
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
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DRM is a bit useful, but gives a lot of problems:
- If it gets hacked, you can not control anything
- More steps in API calls and/or video processing
- More latency
- More costs Y

= Micresoft
‘DWIDEVINE  pjayReady

FairPlay

Adobe Primetime 0:‘ ‘ marl ln “erlmalrlx®

https://en.wikipedia.org/wiki/Digital_rights_management
https://www.brightcove.com/ko/resources/blog/dealing-drm-understanding-drm-and-how-produce-protected-content/
https://www.streamingmedia.com/Articles/ReadArticle.aspx?ArticlelD=112279
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Industry fights the illegal with the illegal and/or legal resources:
Rojadirecta case study

Forums :: Download sport events :: Highlights :: Tutorials :: Download software :

Beginner :

utc/ieMT -3 O 244 @ AWPM 17:42:16

Today on Internet TV Real Madrid vs. Barcelona

08:00 Tennis Barty, Ashleigh - Pegura; vessica
09 53 Tennls Monf Is, Gael Berremm, Matteo
14:30 Handball Poland - - Spain

15:15 Others Prokhorov, Andrey - Lbov, Yuriy Vyacheslavovich
15:15 Others Morozov, Sergey - Slashchilin, Alexey

15:32 Tennis Sheinin, Bayley - Tchakarova, Eleonore

15:47 Tennis Villanueva, Gonzalo - Kolar, Zdenek

15:48 Tennis Forejtek, J/Vrbensky, M - Bemelmans, R/Eysseric, J
16:00 Tennis Corse, Joseph - Ventre, Alessandro-Damiano

https:./ww.derecHil. 16:08 Vollsykall Ziraat BarkasiAnkara rRrojekt Warszawa
https://todotvnews ﬁe?({ﬁ%ﬂg?"smw%ﬁdg?éﬂv&mble al-dueno-de-roja-directa-de-vulnerar-los-derechos-de-pi-del-futbg
https:/plazadeporti¥@ -sido-condenado-por-ningun-delito

6:15 Tennls Mltchell Lee Hovhanms an Moushe


https://www.derechos.org/nizkor/espana/doc/prisa10.html
https://todotvnews.com/el-tribunal-supremo-declara-responsable-al-dueno-de-roja-directa-de-vulnerar-los-derechos-de-pi-del-futbol-espanol/
https://plazadeportiva.valenciaplaza.com/elcreador-de-rojadirecta-aclara-que-no-ha-sido-condenado-por-ningun-delito
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Industry fights the illegal with the illegal and/or legal resources:
LaLiga case study

Laliga's app listened in on fans to catch bars
illegally streaming soccer

It used a Shazam-like technology to identify soccer games

upf.
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https://www.independent.co.uk/sport/football/european/la-liga-fine-mobile-app-hacking-microphones-illegal-streams-piracy-a8954876.html
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Recent news: ISP will give user’s IP to content owners in Spain
EOQLIVE o
PRE S S launched 2006

OP DEUTSCH OTHER NEWS + PROPERTY v TRAVEL NATIONAL + SPORT v AD

HOME  REGIONAL v

Home > Other News > National News > Home viewers of pirated La Liga soccer matches can now be fined...

CATALUNYA | BARCELONA & OTHER NEWS | CRIME & LAW || LEAD | NATIONAL NEWS

HOME VIEWERS OF PIRATED LA LIGA
SOCCER MATCHES CAN NOW BE FINED
INDIVIDUALLY IN SPAIN

Internet providers will have to supply details of illegal viewers to La Liga who will launch
prosecutions

https://www.theolivepress.es/spai

By Alex Trelinski - 8 Mar, 2024 @ 16:30 . 0
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https://www.theolivepress.es/spain-news/2024/03/08/home-tv-viewers-of-pirated-la-liga-soccer-matches-can-now-be-fined-individually-in-spain/
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Current status
of piracy
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Smartphone & OTT Apps, illegal IPTV lists, chinese IPTV decoders
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https://sportsjournal.io/uncovering-dark-underworld-illegal-sports-streaming-piracy/
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Nobody understands about rights

Companies and content owners aren't transparent about money distribution, benefit
and loss




Universitat
Pompeu Fabra
Barcelona

Javi B - JanusCon2024

upf.

Websites with links

ARENAVISION
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mht iBira tt ? ; ‘ ‘ﬁ, Clevel.a'nd (avaliers-Golc ‘ , . Zalors (NBA finalls 20, / 'A

June10@3am(EST ) \ Wy
Buscar Torrents | Explorar Torrents | Torrents Recientes | Shows de TV | Musica | Top 100 h ‘

Drefe rencias

@ Todos || Todo [ |Video | | Aplicaciones | |Juegos | |Porno || Otros Tweets por

Blsqueda Pirata ~ Voy a tener suerte
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Future of piracy

Universitat
upf Pompeu Fabra
Barcelona




Javi B - JanusCon2024 Universitat
upf Pompeu Fabra

Barcelona

Piracy will keep existing

My name ‘s Guybrush Threepwood, and I want to be
" apirate!



https://www.friendmts.com/content-piracy-trends-to-watch-out-for-now-and-in-the-future/
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Ways to fight it
in the future?
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Present & Future: Watermarking techniques are still very useful
Maybe in the future we can put invisible watermarks individually in streams
Embedding Extraction algorithm
algonthm

Original image ﬁ Icopglightl

60pgnght| / Watermark image

Watermarking image

Watermark image Questionable image

https:/Awww.i mataq.com/d'Aqita l-watermarking isi


https://www.imatag.com/digital-watermarking
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Hardware solutions are not useful. If you get hacked, you can’t fix

ViAacLoss»

https:/www.immuniweb.com/blog/europe-largest-pirate-iptv-oj
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline



https://www.immuniweb.com/blog/europe-largest-pirate-iptv-operation-dismantled-in-netherlands.html
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
https://www.alibaba.com/pla/2023-Europe-6-Lines-Cccam-Cline_1600882712155.html?mark=google_shopping&biz=pla&searchText=satellite+tv+receivers&product_id=1600882712155&pcy=US&src=sem_ggl&field=UG&from=sem_ggl&cmpgn=19186840926&adgrp=&fditm=&tgt=&locintrst=&locphyscl=1005424&mtchtyp=&ntwrk=x&device=c&dvcmdl=&creative=&plcmnt=&plcmntcat=&aceid=&position=&gad_source=1&gclid=CjwKCAjwkuqvBhAQEiwA65XxQP97cqsiNMp3oB7CxfNM52rB6jUaUC91M7X4nhq0knu2mPdIaoIprhoCVEMQAvD_BwE
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Software solutions are (more or less) useful, but not unbreakable
This adds steps on the video pipeline (pros & cons)

8.428]1 #rxx x0kx 2819 = 4111 1111 1111 1234

Remote token

| ] | ]
| [okenization cervice server
service server x
service server

10. You made this
purchase with:
4111 woex kxex 1234

2.1 have a card: 3. Use this instead:
411111111111 1234 4281 *xxx xxxk 2819 (token)

5.1 am paying with: p .
4281 #Hkk wkxk 2819 7. Is this valid?

9. Yes, all good!
4281 woexx ok 2819

NFC (near-field

You are paying 10$ with: Eemnllauch)

Credit card

Credit card

d ’
feer 6. Can you process this?

Credit card
4281 *kkk *kkk 28190

$10

4’ Recent transactions:
H Just now

< Merchant acquirer pizapiace  $10

10. Yes, all good!

4111111111111234

4. You go shopping to a store. t1234

Pay with touch ID or
enter PIN:

1. You download a mobile
payment application and
enter your credit card

qrRYRER Y ation (datd

Add this card to
mobile pay?

Shopkeeper's
point of sale (POS)
terminal

b



https://en.wikipedia.org/wiki/Tokenization_(data_security)
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Creative solutions / Crazy ideas

cnew video player?

ctokens inside the video file?

cmore continuous token review?

¢CMCD kind-of idea, of adding path/token in manifest’s URLs?

.Extra checks in WebRTC servers?
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Troll option: give bad manifests (HLS and DASH) or repeat chunks (WebRTC)

THEGRMER A Newsletter Log

Trending  Final Fantasy 7 Rebirth ~ Helldivers 2 ~ Unicorn Overlord  Infinite Craft ~ Disney Lorcana  Roblox  Events  Release Dates

Home > Lists

20 Games That Trolled Players For Pirating (And 10
That Ban Them Completely)

When the internet allows people to steal copies of video games, developers and studios have to fight back.

EMILY COATES  PUBLISHED JUL 27,2018
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Troll option: give bad manifests (HLS and DASH) or repeat chunks (WebRTC)
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Possible
solutions?
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Repressive solutions seem not to work...

/
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...but education & good price, indeed

Increased Usage of Music Streaming Platforms with Decreasing Rates of Internet Piracy

in the U.S.

6,000 12.00%
s $$5,665m ’

$5,000 10.00%
$$3,962m
$4,000 8.00%
$3,000 6.00%
$$2,155m
$2,000 0% 4.00%
$$1,517m
$61,169m
$1,000 l 2.00%
$0 0.00%
2013 2014 2015 2016 2017

Music.Streaming Revenu —@—Penetrarion of P2P Music Sharin,
Fo d-Reportpdt o

https:/dima.org/wpSHsE QM Y3 MidaBesssieh s /04/DiM ATt reaming. ar



https://dima.org/wp-content/uploads/2018/04/DiMA-Streaming-Forward-Report.pdf

Universitat
Pompeu Fabra
Barcelona

Javi B - JanusCon2024

upf.

...but education & good price, indeed

Most Pirated Items on the Web

49.4%

TV Shows Movies Music Publishing (books) Software

httDs://dima.orq/wo-contenst%g%aE tse/ED(SLFg/éB«%)TIQ/E@(Streaminq—Forward—ReDort.Ddf



https://dima.org/wp-content/uploads/2018/04/DiMA-Streaming-Forward-Report.pdf
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Pricing is important:
- Piracy represents people who do not want or who can not pay your product
- It's not you’re losing money - you're losing POTENTIAL customers

https://www.investopedia.com/terms/m/marketsegmentation.asp
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https://en.wikipedia.org/wiki/Market_segmentation
https://www.investopedia.com/terms/m/marketsegmentation.asp

Javi B - JanusCon2024

More transparency on content owners

https:/the-media-leade

upf.
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https://the-media-leader.com/a-lack-of-media-transparency-is-hurting-brands-heres-what-they-can-do-about-it/
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Conclussion
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In Loving




Universitat
upf Pompeu Fabra
Barcelona

Javi B - JanusCon2024

u Pirate this presentation!
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Any questions?
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